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The Need

ESGF Security incident: vulnerabilities had been around for a long
time.

a clear need for regular checking of components against known
vulnerabilities.

a need for a system that would not only serve alerts, but also need
alerts to be ’acknowledged’ or discarded.

Scanning/checking time would have to be low, to allow for multiple
checks each day.
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What is ESGF Scanner/CVEChecker?

CVEChecker is a tool for aggregating CVE information from multiple
sources, and managing a local vulnerability (CVE) database.

makes it easy to process the information that is already available.

coded in Python 3.
uses feeds from NVD and Redhat.
can be kept updated using a cron job.
development supported by the Swedish National Infrastructure for
Computing (SNIC).
https://github.com/snic-nsc/cvechecker

ESGF Scanner is a wrapper-package for using CVEChecker to
check for vulnerabilities against ESGF components.

scripts used to retrieve package lists (jar lists, python packages) from
an ESGF node.
writes out manifest, generates configuration file for CVEChecker.
invokes CVEChecker with the ESGF specific configuration.
development supported by the Copernicus project.
https://github.com/snic-nsc/esgf_scanner
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Design-considerations

Information is more useful if actionable, like an alert.

CVE information evolves during its life; initial details are little, and
more details get added as more is learned.

Need to get alerts as soon as it is deemed relevant.

Keyword-based search on descriptions, product descriptions in affected
product lists, CPEs etc provide multiple ways to find relevant hits.

Combining search filters increases chances of getting alerts earlier.
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ESGF Scanner scripts

ESGF specific abstraction to use CVEChecker.

rungetpackagelists.sh fetches package lists from ESGF node
which can be sshed to, as root or root-equivalent user.

prepares package manifest.

creates esgf.conf, an input-file for CVEChecker, based on the
packages found.

Additional packages can be specified by hand.

run workflow.sh generates a configuration file and performs a
CVEChecker run.

runesgfscanner.sh does the same, but is meant to email reports to
configured recipients.

Prashanth Dwarakanath (LIU/NSC) ESGF Scanner Dec 06 2018 5 / 11



Output
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Output
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Output
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Output
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Limitations/Caveats

CVEs evolve over time; very little info initially, but gets more detail
over time.

It could be days or even weeks after a CVE becomes public, before
the affected product information is updated.

A keyword-based hit could raise an alert much sooner.

False-positives; need to spend time to mute unrelated issues.

Time also needed to study matches, CVE descriptions, and add
additional keywords to increase hit ratio.
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Status

ESGF Scanner has now been integrated with the Jenkins setup at
LLNL.

ESGF Scanner can be run at the end of a successful installation of
ESGF, to generate a manifest file and scan report.

Feedback and help are very welcome!
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